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M. Tech. COMPUTER SCIENCE AND ENGINEERING (Cyber Security)
Program Structure (Applicable to 2026 admission onwards)



	I
	MAT_5135
	Mathematical Foundations of Cybersecurity
	4
	0
	0
	4
	CSS_5206
	Mobile and Web Application Security
	3
	0
	2
	4

	
	CSS_5110
	Applied Cryptography
	4
	0
	0
	4
	CSS_5205
	Digital Forensics and Incident Response
	3
	0
	2
	4

	
	CSS_5112
	Zero Trust Security
	3
	0
	2
	4
	CSP_****
	Program Elective I
	3
	0
	0
	3

	
	CSS_5109
	Artificial Intelligence for Cybersecurity
	3
	0
	2
	4
	CSP_****
	Program Elective II
	3
	0
	0
	3

	
	CSS_5111
	Principles of Secure Coding
	3
	0
	2
	4
	CSP_****
	Program Elective III
	4
	0
	0
	4

	
	HUM_5051
	Research Methodology and Technical Communication*
	1
	0
	3
	-
	CSP_****
	Open Elective
	3
	0
	0
	3

	
	CSS_5135
	Applied Cryptography and Secure Coding Lab
	0
	1
	3
	2
	HUM_5051
	Research Methodology and Technical Communication*
	1
	0
	3
	2

	
	CSS_5136
	Information Security Mini Project
	0
	0
	3
	1
	CSS_5235
	Mobile and Web Application Security Lab**
	0
	0
	3
	2

	
	
	Total
	18
	1
	15
	23
	CSS_5234
	Digital Forensics Mini Project**
	0
	0
	3
	2

	
	
	
	
	
	
	
	Total
	
	20
	0
	13
	27

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	II
	CSS_6099
	Project Work and Industrial Training
	
	
	
	
	
	
	0
	0
	0
	30

	
	
	Total
	
	
	
	
	
	
	0
	0
	0
	30


*TAUGHT IN BOTH SEMESTERS AND EVALUATED AND CREDITED IN THE SECOND SEMESTER
**3 Hrs/WEEK WITH A PROVISION FOR MINI PROJECT/ASSIGNMENT
PROGRAM ELECTIVESPROGRAM ELECTIVE - I
CSP_5202
Big Data Analytics
CSP_5203
Cloud and Edge Computing
CSP_5204
Cloud Security
CSP_5207
Cyber Physical Systems Security
CSP_5211
Machine Learning
CSP_5212
Software Defined Network Security
CSP_5213
Threat Intelligence

PROGRAM ELECTIVE - II
CSP_5220  Database and Application Security
CSP_5225 Identity and Access Management

CSP_5223
Malware Analysis and Intrusion Detection
CSP_5226
Multimedia Security
CSP_5228
Penetration Testing Techniques
CSP_5229
Secure Architecture

OPEN ELECTIVES
CSP_5301
Applied Game Theory
CSP_5302
Blockchain Technologies
CSP_5304
Cyber Security and Cyber Laws
CSP_5306
Real Time Systems
CSP_5303
Computational Thinking for Everyday Decision
CSP_5305
Prompt Engineering

PROGRAM ELECTIVE - III
CSP_5236 Quantum Computing
CSP_5240 Quantum Cryptography
CSP_5238 Secure Network Design



M.Tech Computer Science and Engineering (Cyber Security)

	FIRST SEMESTER	
MAT_5135 MATHEMATICAL FOUNDATIONS OF CYBERSECURITY [4 0 0 4]
Abstract
Propositional logic, Propositional equivalences, Predicates and quantifiers, Proof methods, Sets, subsets, and power sets;  Basics of counting, Pigeonhole principle, Permutations and combinations, Binomial coefficients and identities, Generating functions, Divisibility and Modular Arithmetic, Integer Representations and Algorithms, Applications of Congruences, Groups, rings, and fields, Linear transformations and matrix representation; Eigen values and eigen vectors, Graphs and graph models, Shortest-path problems, Planar graphs, Graph coloring, Probability theory and random variables, Discrete and continuous distributions, Bayesian inference and estimation, Markov chains and random processes.
References
1. Kenneth H Rosen, Discrete Mathematics and Its Applications, 8th Edition, McGraw Hill, 2021
2. Howard Anton, Chris Rorres, and Anton Kaul, Elementary Linear Algebra: Application Version, 12th Edition, Wiley, 2019
3. Athanasios Papoulis and s Pillai, Probability, Random Variables and Stochastics Processes, 4th Edition, McGraw Hill Education, 2017

CSS_5110 APPLIED CRYPTOGRAPHY [4 0 0 4]
Abstract                     Introduction, Mathematics of Cryptography, Number Theory, Secret Key Cryptography: Encryption, Stream Ciphers, Block Ciphers, Chosen
Plaintext Attack, Message Integrity, Authenticated Encryption; Public Key
Cryptography: Public Key Tools, Public Key Encryption, Chosen Ciphertext Secure Public Key Encryption, Digital Signatures, Elliptic Curve Cryptography; Protocols: Protocols for Identification and Login, Identification and Signatures from Sigma protocols, Authenticated Key Exchange.

References
1. Jean-Philippe Aumasson, Serous Cryptography: A Practical Introduction to Modern Encryption, 2nd Edition, No Starch Press, 2024.
2. Dan Boneh and Victor Shoup, A Graduate Course in Applied Cryptography, Draft Version.06, 2023.
3. Christof Paar and Jan Pelzl, Understanding Cryptography, Springer, 2014.
4. Bruce Schneier, Applied Cryptography, Wiley, 2017.
5. Niels Ferguson, Bruce Schneier, and Tadayoshi Kohno, Cryptography Engineering: Design Principles and Practical Applications, Wiley, 2010.

CSS_5112 ZERO TRUST SECURITY [3 0 2 4]
Abstract
Introduction to Zero Trust- Forrester's Zero Trust eXtended (ZTX) Model, Gartner's Approach to Zero Trust, Core Principles, Zero Trust Platform Requirements, Zero Trust Architectures, Zero Trust and Enterprise Architecture Components, Zero Trust In network- Network Firewalls, The Domain Name System, Wide Area Networks, Zero Trust and Access Management- Privileged Access Management, Data Protection, Data Types and Data Classification, Data Lifecycle, Data Security, Zero Trust and Data, A Zero Trust Policy Model., Zero Trust and services, Zero Trust Scenarios.
References
1. Jason Garbis, Jerry W. Chapman, Zero Trust Security An Enterprise Guide, Apress, 2021.
2. Andrew McDonald, Brandon Fowler, Cindy Green-Ortiz, David Houck, Hank Hensel , Jason Frazier, Patrick Lloyd, Zero Trust Architecture (Networking Technology: Security), 2023

CSS_5109 ARTIFICIAL INTELLIGENT FOR CYBER SECURITY [3 0 2 4]
Abstract
Introduction to AI and Cybersecurity, Machine Learning Basics, Data Collection and Preprocessing, Intrusion Detection Systems, Anomaly Detection, Malware Analysis, Threat Intelligence and Prediction, Natural Language Processing in Cybersecurity, Deep Learning Applications, Adversarial Machine Learning, Case Studies and Industry Applications and Ethical and Legal Considerations.
References
1. Clarence Chio, David Freeman, Machine Learning and Security, O'REILLY, 2018
2. Clarence Chio and David Freeman, Machine Learning and Security: Protecting Systems with Data and Algorithms, O'REILLY 2018
3. Arun Kumar Krishna, AI in Cybersecurity: Transforming Threat Detection and Response, 2024
4. Leslie F. Sikos, Artificial Intelligence in Cyber Security, Springer, 2019
5. Emmanuel Tsukerman, Machine Learning for Cybersecurity Cookbook, 2019

CSS_5111 PRINCIPLES OF SECURE CODING [3 0 2 4]
Abstract                     Introduction to secure coding, security attacks, common vulnerabilities, security policies and procedures, philosophy of secure programming,
Integrating security with Software Development Design Cycle:
Architecture, Design, Implementation and Automation and Testing, Compliance and legal aspects in coding, case studies. Threat modelling process and its benefits. Secure Coding Techniques. Database and Web-specific issues . Test Secure Applications.

References
1. Robert Seacord, Secure Coding: Principles and Practices, Addison- Wesley Professional, 2013
2. Chris B Behrens, Principles of Secure Coding-Mastering Secure Coding Practices for Robust Applications, 2024
3. Michael Howard and David LeBlanc, Writing Secure Code, , Microsoft Press, 2nd Edition, 2004
4. Jason Deckard, Buffer Overflow Attacks: Detect, Exploit, Prevent, Syngress,1st Edition, 2005
5. Frank Swiderski and Window Snyder, Threat Modeling, , Microsoft Professional, 1st Edition, 2004

CSS_5135 APPLIED CRYPTOGRAPHY AND SECURE CODING LAB [0 0 3 2]
Experiments on symmetric and asymmetric key systems, Secure protocols, Elliptic Curve Cryptography; Protocols: Protocols for Identification and Login, Identification and Signatures from Sigma protocols, Authenticated Key Exchange.

References
1. Jean-Philippe Aumasson, Serous Cryptography: A Practical Introduction to Modern Encryption, 2nd Edition, No Starch Press, 2024.
2. Niels Ferguson, Bruce Schneier, and Tadayoshi Kohno, Cryptography Engineering: Design Principles and Practical Applications, Wiley, 2010.

CSS_5136 Information Security mini project [0 0 3 1] Students are expected do a mini project with the knowledge acquired from study of various security courses.
SECOND SEMESTER
 CSS_5206 MOBILE AND WEB APPLICATION SECURITY [3 0 2 4]
Abstract
Web Application Security: Web Applications and Web Application Security Fundamentals, Browser Security Principles, Web Application Vulnerabilities and Mitigations, Secure Website Design, Cutting Edge Web Application Security, Mobile application security: Introduction to Mobile Security, Supervised Learning Detection of Malware on Android, Vulnerabilities in Mobile Applications, RESTful IoT Authentication Protocols, Data Privacy Models
References
1. Sullivan, Bryan, and Vincent Liu, Web Application Security, A Beginner's Guide, McGraw Hill Professional, 2011.
2. Stuttard, Dafydd, and Marcus Pinto, The Web Application Hacker's Handbook: Finding and Exploiting Security Flaws, John Wiley Sons, 2011
3. 	Man Ho Au, Raymond Choo, Mobile Security and Privacy, Syngress.2016
4. Dwivedi, Himanshu; Clark, Chris; and Thiel, David. Mobile Application Security, McGraw-Hill Osborne Media, 2010.

CSS_5205 DIGITAL FORENSICS AND INCIDENT RESPONSE [3 0 2 4]
Abstract
Introduction to digital forensics, cybercrimes, electronic evidence handling, internet crimes, hacking, and cryptography. Computing investigations, computer forensics, data acquisitions, understanding windows systems, evidence capture, usage of forensic tool, Use of slack space, disk imaging, data recovery, vulnerability assessment tools, anti- forensics. Retrieving information, processing digital evidence, and handling multimedia evidence.

References
1. C. Altheide& H. Carvey Digital Forensics with Open-Source Tools, Syngress, 2011. ISBN: 9781597495868
2. Warren G. Kruse II and Jay G. Heiser, "Computer Forensics: Incident Response Essentials", Addison Wesley, 2002.
3. Nelson, B, Phillips, A, Enfinger, F, Stuart, C., "Guide to Computer Forensics and Investigations, 2nd ed., Thomson Course Technology, 2006, ISBN: 0-619-21706-5.
4. Vacca, J, Computer Forensics, Computer Crime Scene Investigation, 2nd Ed, Charles River Media, 2005, ISBN: 1-58450-389.

CSS_5235 MOBILE AND WEB APPLICATION SECURITY LAB [0 0 3 2]
Abstract
Authentication and Authorization in Web, API Security, Web Application Testing, Internal Penetration Testing, SSID or Wireless Testing, Mobile Application Testing, Hacking the Web: Tools and Techniques, Understanding android permissions and apk signing, OWASP top 10 for mobile, android log vulnerabilities, android dropbox vulnerabilities, android content stack and malicious payload analysis.

References
1. Sullivan, Bryan, and Vincent Liu, Web Application Security, A Beginner's Guide, McGraw Hill Professional, 2011.
2. Dwivedi, Himanshu; Clark, Chris; and Thiel, David, Mobile Application Security, McGraw-Hill Osborne Media, 2010.

CSS_5234 DIGITAL FORENSICS MINI PROJECT [0 0 3 2]
Design, develop, and deploy the models of computer forensics. The project to be developed must go through all the cyber forensics phases- Assess, Acquire, Analyse and Report.

Program Elective I

CSP_5202 BIG DATA ANALYTICS	[3 0 0 3]
Introduction to Big Data: Evolution, Structuring, Elements, Big Data Analytics, Distributed and Parallel Computing for Big Data, Hadoop, Cloud Computing and Big Data, In-memory Computing Technology for Big Data, Big Data Stack, Virtualization and Big Data, Hadoop: Ecosystem, Hadoop Distributed File System (HDFS), MapReduce: MapReduce Framework, Optimizing MapReduce Jobs, MapReduce Applications, Understanding YARN architecture, HBase, Exploring Hive, Analyzing Data with Pig, Using Oozie, Introduction to Mahout, Role of HBase in Big Data Processing, RHadoop: Data Analysis Using the MapReduce Technique in RHadoop, Spark: Core Concepts, Spark's Python and Scala shells, Programming with RDD: RDD Operations, Passing Functions to Spark, Common Transformations and Actions, Mining Data Streams: Streams Concepts, stream Data Model and Architecture, Stream Computing, Filtering Streams, Estimating Moments, Decaying Window, Real time Analytics Platform (RTAP) Applications, Case studies: Real Time Sentiment Analysis, Stock Market Predictions.
SDL:
Data Streams: Streams Concepts, stream Data Model and Architecture, Stream Computing, Filtering Streams, Estimating Moments, Decaying Window, Real time Analytics Platform (RTAP) Applications

References:
1. Big Data Black Book: (Covers Hadoop 2, MapReduce, Hive, YARN, Pig, R and Data Visualization). Dreamtech Press, 2016.
2. Vignesh Prajapathi, Big Data Analytics with R and Hadoop, Packt Publishing, 2013.
3. Holden Karau, Andy Konwinski,Patrick Wendell,Matei Zaharia, Learning Spark: Lightning-Fast Big Data Analysis,1st Edition, O'Reilley Media Inc, 2015.
4. Michael Minnelli, Michele Chambers, Big Data Big Analytics: Emerging Business Intelligence and Analytic Trends for Today's Businesses, Wiley India Pvt. Ltd., 2013.
5. Arvind Sathi, Big Data Analytics, MC Press, LLC, 2012.

References:
1. Martin, F., Neill, Mc. and Thro, E., Fuzzy Logic: A Practical approach, AP Professional, 2000.
2. Ross, T, J., Fuzzy Logic with Engineering Applications, (3e), Willey India, 2010.
3. Kasabov, N. K., Foundations of Neural Networks, Fuzzy Systems, and Knowledge Engineering, MIT Press, 1998.
4. Ibrahim, A. M., Fuzzy Logic for Embedded Systems Applications, Elsevier Press, 2004.
5. Mitchell, M., An Introduction to Genetic Algorithms, MIT Press, 2000.
6. Goldberg, D. E., Genetic Algorithms In Search, Optimization And Machine Learning, Pearson Education India, 2002.
7. Rajasekaran, S. and Vijayalakshmi Pai, G. A., Neural Networks, Fuzzy Logic and Genetic Algorithms: Synthesis, and Applications, Prentice Hall India, 2007.
8. Pratihar, D. K., Soft Computing, (1e), Narosa Publishing, 2008.
9. Jang, J.-S. R., Sun, C.-T. and Mizutani, E., Neuro-Fuzzy and Soft Computing", (1e), PHI Learning, 2009.
10. Haykin, S., Neural Networks and Learning Machines, (3e), Prentice Hall India, 2011

CSP_5203 CLOUD AND EDGE COMPUTING [3 0 0 3]

Abstract
Computing Paradigms, Edge Computing Essentials, Edge Analytics, Edge Data Storage Security, Blockchain and Edge Computing Systems, Edge Computing Use Cases and Case Studies, Edge Computing with Kubernetics
Self-Directed Learning: Kubernetes, Dockers and Containers Course                Outcomes By the end of this course the student should be able to
1. Explore the need for new computing paradigms
2. Explain major components of edge computing
3. Identify potential technical challenges of the transition process and suggest solutions
4. Analyze data and application requirements and pertaining issues
5. Design and model infrastructure with kubernetics

References:
1. D.Dharani, G.Sudha Sadasivam, K.Anitha Kumari, and M.Niranjananurthy, Edge Computing: Fundamentals, Advances and Applications, 1st Edition, Taylor & Francis, 2021
2. Rajkumar Buyya, and Satish Narayana Srirama, Fog and Edge Computing: Principles and Paradigms, Wiley, 2019
3. Javid Taheri, and Shuiguang Deng, Edge Computing: Models, Technologies and Applications, IET, 2020.
4. Sergio Mendez, Edge Computing Systems with Kubernetics, Packt Publishing, 2022

CSP_5204 Cloud Security [3 0 0 3]
Abstract
This abstract provides an overview of cloud computing fundamentals and explores key security considerations. It begins by tracing the evolution of cloud computing and detailing its essential characteristics, deployment models (public, private, hybrid, community), and service models (IaaS, PaaS, SaaS). Emphasis is placed on the benefits of cloud computing, including scalability, flexibility, and cost-efficiency, as well as the architecture, virtualization techniques, and the role of cloud data centers. Service Level Agreements (SLAs) and the diverse applications leveraging cloud technology are also discussed. Security challenges in cloud environments are analyzed, covering objectives for information security, requirements for secure cloud software development, and effective policy implementation strategies. The discussion extends to infrastructure security, data protection methods, and privacy issues specific to cloud computing. It addresses threats, vulnerabilities, and risk management practices tailored to cloud deployments. Additional topics include business continuity planning, disaster recovery strategies, and compliance frameworks essential for both internal policies and regulatory requirements. Standards for cloud security protocols such as SAML, OAuth, OpenID, SSL/TLS are outlined, alongside best practices for encrypting data and managing encryption keys.
References
1. Ronald L. Krutz, Russell Dean Vines, "Cloud Security: A Comprehensive Guide to Secure Cloud Computing", Wiley Publishing, 2010.
2. Tim Mather, SubraKumaraswamy, and ShahedLatif, " Cloud Security and Privacy", Published by O'Reilly Media, Inc., 2009

CSP_5207 Cyber Physical Systems Security [3 0 0 3]
Abstract
Introduction to Industrial Control Systems and Operations, Industrial Network Protocols, Cyber Physical System Modeling, Plant Models, Feed Back Control Model, and Anomaly Detection Models, CPSS- Concepts and Principles, Securing Industrial Control Systems, Advanced Cyber-Physical Systems Security Concepts, Cyber threat model, Critical Infrastructures-Critical Infrastructures such as Power Grid, Railways Systems, Transportation Systems, Water/Sewage Systems and their automation architecture, Vulnerabilities, and Past Cases of Cyber Security Compromises, SCADA based control, Sensors (IEDs, PLCs), field network and its protocols (profibus, DNP3 etc), ICS/SCADA Security, IoT Security, Legal and Privacy Aspects, CPSS: Risk Management.

References
1. Sajal K. Das, Krishna Kant, Nan Zhang, Morgan Kaufmann, Handbook on Securing Cyber-Physical Critical Infrastructure, (Elsevier), ISBN 978-0-12-415815-3, Publication: 2012.
2. Jeeva Jose, Vijo Mathew, Introduction to Security of Cyber-Physical
Systems Khanna Publishing, 2022

CSP_5211 MACHINE LEARNING [3 0 0 3]

Abstract
Introduction, Decision Trees, Limits of Learning, Geometry and Nearest Neighbors, Perceptron, Practical Issues, Beyond Binary Classification, Linear Models, Bias and Fairness, Neural Networks, Kernel Methods, Learning Theory, Ensemble Methods, Efficient Learning, Unsupervised
 Learning, Expectation Maximization, Structured Prediction, Imitation Learning Self-Directed Learning: Data to Feature Vectors, K-Nearest Neighbors, Decision Boundaries, K-Means Clustering

Course Outcomes
At the end of this course, students will be able to:
1. Choose appropriate machine learning paradigm for a given learning problem
2. Make use of tools for debugging the machine learning models
3. Explain the relationship between complexity measures and regularizers
4. Recognize when a problem should be solved using a structured prediction technique
5. Formulate imitation learning problems.

References
1. Hall Daume III, A Course in Machine Learning, Self Publishing, 2017.
2. Mehryar Mohri, Afshin Rostamizadeh, and Ameet Talwalkar., Foundations of Machine Learning, MIT Press, 2012.
3. Daphne Koller and Nir Friedman, Probabilistic Graphical Models: Principles and Techniques, MIT Press, 2009.
4. Christopher M.Bishop., Pattern Recognition and Machine Learning (2e), Springer, 2013.
5. Solon Barocas, Moritz Hardt and Arvind Narayanan, Fairness and Machine Learning, failml.org, 2021

CSP_5212 Software Defined Network Security [3 0 0 3]
Abstract
Introduction to Software Defined Networking, Security Fundamentals and security challenges in SDN, Attack Vectors and Countermeasures, Security Protocols and Standards, Security in SDN Applications, Case Studies and Practical Applications, Future Directions in SDN Security.

References
1. Paul Goransson and Chuck Black, Software Defined Networks: A Comprehensive Approach, Morgan Kaufmann Publications, 2014
2. Thomas D. Nadeau, Ken Gray, SDN: Software Defined Networks, An Authoritative Review of Network Programmability Technologies, O'Reilly Media, August 2013

        CSP_5213 Threat Intelligence [3 0 0 3]
Abstract
Introduction, the backbone of robust cybersecurity, systematic gathering, analysis, and dissemination of information on potential cyberattacks. Organizations to understand attacker motivations, tactics, and threat landscape. Data collection from security logs, threat feeds, and social media. In-depth analysis to identify patterns, trends, and indicators of compromise (IOCs). Proactive defence, incidence response, and decision on resource allocation and security control prioritization. Exploration of foundational principles, data acquisition methods, analysis techniques, and different strategic, tactical, and operational threat intelligence types. Threat intelligence reports writing and case studies.

References
1. Ali Dehghantanha, Mauro conti, tooska Dargahi, Cyber threat intelligence Springer publications, 2018
2. TestOut: CyberDefense Pro. ISBN: 978-1-935080-73-2, 2021


Program Elective II

CSP_5220 DATABASE AND APPLICATION SECURITY [3 0 0 3]
Introduction, Database security, Operating systems overview, security environment, Authentication methods, Vulnerabilities of operating systems, Defining and using profiles, Designing and implementing password policies, Granting and revoking user privileges, Obfuscate application code, Secure the database from SQL injection attacks, Beware of double whammies: Combination of SQL injection and buffer overflow vulnerability, Types of users, security models, application types, application security models and Data encryption, Implementing VPD, Implementing oracle VPD, Auditing overview, environment, process, objectives, classification and types, Benefits and side effects of auditing, Map data sources and sinks, Understand Web services security before exposing Web services endpoints, Auditing Database Activities: Introduction, usage of database activities, creating DLL triggers, auditing database activities with oracle, Security and Auditing project cases: Introduction, Case Study for developing an online database.

References:
1. Hassan A. Afyouni, Database Security and Auditing, India Edition, CENGAGE Learning, 2009.
2. RonBen Natan, Implementing Database Security and Auditing, Elsevier, Indian Reprint, 2006.
3. M.TamerÖzsu, Patrick Valdureiz, Principles of Distributed Database Systems, Prentice Hall, (2e), Springer, 2011.
4. Castano, Fugini, Database Security, Addison Wesley, ACM, 2004.
5. Clark, Holloway, The Security Audit and Control of Databases, List, UK, Ashgate, 2011.
6. Douglas, Security and Audit of Database System, Blackwell, UK, 2010.
7. Fernandez, Summers, Wood, Database Security and Integrity, Addison Wesley, 2012.

Course Outcomes:
1. After completing the course, the student will be able to:
2. Explain Security Architecture and Applications.
3. Analyze Authentication and its applications.
4. Explain properties of databases in terms of authentication.
5. Analyze Models for Security Applications.
6. Explain Framework for Security

CSP_5225 Identity and Access Management [3 0 0 3]

Abstract
Fundamentals of Cyber Security and IAM Overview, IAM/PAM Tools and Implementation, CyberArk Overview and Architecture, User Access Provisioning and CyberArk Management, Advanced IAM/PAM Operations and Compliance.
References
1. Osmanoglu, E. Identity and access management: Business performance through connected intelligence, 1st edition, 2013
2. Sherwood, J., Clark, A., & Lynas, D., Enterprise security architecture: A business-driven approach, 1st edition, CRC Press, 2005
3. Chapple, M., Stewart, J. M., & Gibson, D. Access control and identity management, 1st edition, Jones & Bartlett Learning, 2013
4. Moyle, E., & Kelley, D. Practical cyber security architecture: A guide to creating and implementing robust designs for cyber security architects, 1st edition, Packt Publishing, 2020

CSP_5223 Malware Analysis and Intrusion Detection [3 0 0 3]
Abstract
Introduction to malware analysis, classification, signature based malware detection and classification, machine learning based techniques, static analysis, dynamic analysis, hybrid analysis, case studies, intrusion detection, rule based techniques, signature based techniques, Machine learning techniques for intrusion detection, intrusion detection in IT networks, case studies.

References
1. Michael Sikorski and Andrew Honig's, Practical Malware Analysis: The Hands-On Guide to Dissecting Malicious Software, No Starch Press, 1st edition, 2012.
2. Michael Hale Ligh, Steven Adair, Blake Hartstein, and Matthew Richard's, Malware Analyst's Cookbook and DVD: Tools and Techniques for Fighting Malicious Code, Wiley publisher, 1st edition, 2010.
3. Michael Hale Ligh, Andrew Case, Jamie Levy, and AAron Walters, The Art of Memory Forensics: Detecting Malware and Threats in Windows, Linux, and Mac Memory, Wiley publishers, 1st edition, 2014.
4. Rebecca Gurley Bace's, Intrusion Detection Systems, Pearson Education, 1st edition, 2000.
5. Terry Escamilla's, Intrusion Detection: Network Security Beyond the Firewall, Prentice Hall publisher, 1st edition, 2001.

CSP_5226 Multimedia Security [3 0 0 3] 

Fundamentals, Fingerprinting basics, Marking assumption, Collusion attack, Frame proof and anti-collusion codes; Semi-fragile fingerprinting, Multicast fingerprinting problem, Efficient security architectures, Chameleon cipher; Joint fingerprinting and decryption framework; Multimedia encryption, Multimedia compression technologies and standards; Image and Video encryption schemes, Chaotic maps, Transform domain encryption, Huffman tree mutation; Streaming media encryption: Scalable video protection; Multimedia authentication: Watermarking based authentication, attacks and tools, watermarking based on genetic algorithms, Reversible watermarking, high capacity watermarking, visual cryptography, classification, algorithms, Improving visual quality for share images, Copyright protection, , video authentication, Key management for	multimedia access and distribution, Zero knowledge protocols, Anonymous fingerprinting, Securing data in healthcare systems and other real life applications

References:
1. Kaiser J. Giri, Shabir Ahmad Parah, Rumaan Bashir, Khan Muhammad, Multimedia Security Algorithm Development, Analysis and Applications, Springer, 2021
2. Bhaskar Mondal, Shyam Singh Rajput, Multimedia Security, Tools, Techniques, and Applications, Apple Academic Press 2023
3. Bin Yan, Yong Xiang, Guang Hua, Improving Image Quality in Visual Cryptography' Springer, 2020
4. WeiQi Yan, Johnathon Weir, Fundamentals of Media Security, Ventus Publishing Aps, 2010
5. Frank Y. Shih, Digital Watermarking and Steganography Fundamentals and Techniques,(2e), CRC Press, 2020

Course Outcomes:
After completing the course, the student will be able to:
1. Analyse the fingerprinting mechanisms and the attacks that could be performed
2. Compare the various multimedia compression technologies and standards
3. Apply chaotic maps and transformations to streaming media encryption
4. Demonstrate the watermarking- based authentication schemes
5. Describe the key management and distribution schemes for multimedia access for cryptanalysis
Outline the application of multimedia security in real life problems

CSP_5228 Penetration Testing Techniques [ 3 0 0 3]
Abstract
Introduction to Hacking, Penetration Testing, Target Enumeration and Port Scanning Techniques, Vulnerability Assessment, Network Sniffing, SSL strip, Remote Exploitation, Postexploitation, Windows Exploit Development Basics, Generating shell code, Wireless Hacking, Cracking Process.

References
1. Ethical Hacking and Penetration Testing Guide by Rafay Baloch, CRC Press, Taylor and Francis Group, Reprint, 2019
2. Hacking: The Art of Exploitation by Jon Erickson, No Starch Press, 2nd Edition, 2008.

CSP_5229 Security architecture	[3 0 0 3]
Abstract
Overview of key concepts, principles, and the role of security architecture in enterprises; Detailed study of TOGAF, SABSA, and Zachman frameworks and their applications; Techniques for identifying, assessing, and documenting security requirements and risks; Principles and practices for designing secure network, software, and system architectures; Implementation and management of various types of security controls and countermeasures; Integration of security practices into the SDLC, including secure coding and testing; Conducting reviews and audits to ensure security architecture compliance and effectiveness; Examination of current and emerging trends, such as cloud security, Zero Trust, and IoT security.

References
1. Christopher M. King, Curtis Patton ,Security Architecture: Design, Deployment, and Operations, RSA Press.
2. John Sherwood, Andrew Clark, and David Lynas, Enterprise Security Architecture: A Business-Driven Approach.

PROGRAM ELECTIVE – III

CSP_5236 QUANTUM COMPUTING TECHNIQUES [3 0 0 3]
Introduction to Quantum computation, Quantum bits, Single qubit operations, Postulates of quantum mechanics, Quantum Measurement, Bell states, EPR Paradox, No Cloning Theorem, Quantum Gates, Single qubit gates, Pauli Gates, Hadamard gate, Quantum Circuits, Multi-qubit gates, CNOT gate, Toffoli Gate, Fredkin Gate, Universal quantum gates, Quantum Key Distribution, Superdense coding and Quantum Teleportation, Quantum Parallelism and entanglement, The quantum Fourier transform (QFT), Walsh-Hadamard transformation, Quantum search algorithms, Grover's Search Algorithm, Deutsch Algorithm, Deutsch-Jozsa Algorithm, Bernstein-Vazirani Algorithm, Simon's Algorithm, Shor's Factorization algorithm, Quantum error correcting codes. Overview of Qiskit- IBM quantum computing open-source tool, SDL: Designing quantum circuits and implementing quantum algorithms using Qiskit.
References:
1. M. Nakahara and T Ohmi, "Quantum Computing From Linear algebra to Physical Realizations" CRC press 2008.
2. Michael A Nielsen, and Isaac L. Chuang "Quantum Computation & Quantum Information", (10e), Cambridge University Press, 2011.
3. Eleanor Rieffel and Wolfgang Polak, "Quantum Computing A Gentle Introduction", MIT Press, 2011.
4. Eric R. Johnston, Nic Harrigan & Mercedes Gimeno-Segovia, "Programming Quantum Computers", O'REILLY 2019.
5. F. Benatti, M. Fannes, R. Floreanini, and D. Petritis, "Quantum Information, Computation and Cryptography" Springer, 2010.
6. Mika Hirvensalo, "Quantum Computing", (2e), Springer-Verlag New York, 2004.
7. Jozef Gruska, "Quantum Computing", McGraw Hill, 1999.
8. Phillip Kaye, Raymond Laflamme and Michele Mosca, "An Introduction to Quantum Computing", Qxford University Press, 2006.

Course Outcomes:
After completing the course, the student will be able to:
1. Analyse quantum model of computation.
2. Design quantum algorithms.
3. Illustrate quantum protocols such as QKD, Quantum Teleportation and Super Dense Coding.
4. Implement quantum algorithms using Qiskit quantum computing open        source        tool. Demonstrate various applications of quantum computing

CSP_5240 Quantum Cryptography [4 0 0 4]
Abstract
Introduction to Quantum mechanics and quantum parallelism- Mathematical Model for Quantum Mechanics, Single and multi-qubit quantum gates, No cloning theorem. Quantum circuits emulate classical circuits. Quantum Parallelism, Quantum Algorithms, Deutsch-Jozsa, Simons, Bernstein-Vazirani, Grover's, Shor's, Post quantum cryptography from lattices- Introduction to lattices, Learning with Errors and Short Integer Solution problem, Quantum public key encryption, Quantum fully homomorphic encryption, lattices and quantum hardness.
References
1. M. A. Nielsen and I. L. Chuang, Quantum Computation and Quantum Information: 10th Anniversary Edition. Cambridge: Cambridge University Press, 2010.
2. A. Yu. Kitaev, A. H. Shen, and M. N. Vyalyi. Classical and Quantum Computation. American Mathematical Society, USA, 2002.
3. F. Grasselli, in Quantum Cryptography: From Key Distribution to Conference Key Agreement, Springer International Publishing, Cham, 2021.
4. Daniel J. Bernstein, Johannes Buchmann, Erik Dahmen, Post- Quantum Cryptography, , Springer International Publishing, 2009.
5. Research papers and online lecture notes Online resources:
6. CS 7260: Quantum and Post-Quantum Cryptography, IIT Madras, https://cse.iitm.ac.in/~shwetaag/CS7260.html
7. NPTEL Course: Quantum Algorithms and Cryptography, By Prof. Shweta Agrawal, IIT Madras, https://onlinecourses. nptel.ac.in/ noc23_cs04/preview
8. Beyond the Bootcamp: CS 294-168 Lattices, Learning with Errors and Post-Quantum Cryptography, MIT, https://people.csail.mit.edu/ vinodv/CS294/

CSP_5238 Secure Network Design [3 0 0 3]

Abstract
Introduction to Network Security, Network Traffic Signatures, Understanding Wireless Security, Defending Against Virus Attacks, Social Engineering, Security Policies, Ongoing Security Management, Physical Security and Disaster Recovery.
References
1. Chuck Easttom, Network Defense and Countermeasures: Principles and Practices, Pearson Education, Inc., Second Edition, 2014
2. Randy Weaver, Dawn Weaver, Dean Farwood, Guide to Network Defense and Countermeasures, Third Edition, Cengage Learning, 2014

OPEN ELECTIVES

CSP_5301 APPLIED GAME THEORY [3 0 0 3]
Abstract
Introduction, Single-Person Decision Problem, Uncertainty and Time, Rationality and Common Knowledge, Nash Equilibrium, Mixed Strategies, Credibility and Sequential Rationality, Multistage Games, Repeated Games, Strategic Bargaining, Bayesian Games, Auctions and Competitive Bidding, Mechanism Design, Applications of Game Theory Self-Directed Learning: Case studies on applications of non-cooperative, and cooperative game theory

Course Outcomes
At the end of this course, students will be able to:
1. Identify strategic situations and represent them as games
2. Solve simple games using various techniques
3. Recommend and prescribe which strategies to implement
4. Develop mechanisms to elicit the required response
5. Analyze engineering situations using game theoretic techniques

References
1. Steven Tadelis, Game Theory: An Introduction, Princeton University Press, 2013
2. Vladimir Mazalov, Mathematical Game Theory and Applications, Wiley, 2014
3. Hans Peters, Game Theory: A Multi-Leveled Approach, 2nd Edition, Springer, 2015
4. Dario Bauso, Game Theoy with Engineering Applications, SIAM, Philadelphia, 2016

CSP_5302 BLOCKCHAIN TECHNOLOGIES [3 0 0 3]
Abstract
Introduction to technology stack: Blockchain, protocol, understanding how blockchain works. Introduction to consensus model. Architecture of decentralized application, Dapps development process and command, application model for Dapp, introduction to Dapp development environment. Introduction to smart contracts and its development environment. Introduction to blockchain applications in different domains like government, health and genomics.

Self-Directed Learning: Cryptography concepts, Hashing techniques, Merkle tree

Course Outcomes
At the end of this course, students will be able to:
1. Apply concepts of Blockchain technologies to build application.
2. Analyze different components of blockchain ecosystem, the elements of trust in a blockchain: validation, verification, and consensus
3. Examine the relevance of Blockchain technology in different applications/ usecases
4. Develop smart contracts in Ethereum framework References
1. Melani Swan, Blockchain: Blueprint for a New Economy (1e), O'Reilly Media, 2015.
2. Paul Vigma, Michael J. Casey, The Truth Machine: The Blockchain and the Future of Everything (1e), St Martin's Press, 2018.
3. Daniel Drescher, Blockchain Basics: A Non-Technical Introduction in 25 Steps (1e), Apress, 2017.
4. Elad Elrom, The Blockchain Developer: A Practical Guide for Designing, Implementing, Publishing, Testing, and Securing Distributed Blockchain-based Projects (1e) , Apress ,2019
5. Imran Bashir, Mastering Blockchain: Distributed Ledger Technology, decentralization, and smart contracts explained(2e), Packt Publishing Ltd, 2018.
6. Bellaj Badr, Richard Horrocks, Xun (Brian) Wu, Blockchain By Example: A developer's guide to creating decentralized applications using Bitcoin, Ethereum, and Hyperledger, Packt Publishing Limited, 2018.

CSP_5304 CYBER SECURITY AND CYBER LAWS [3 0 0 3]
Abstract
Introduction to Information, Network and System Security, Encryption techniques, Message Integrity and Message Authentication, Digital Signature, Key Management, User Authentication. Web security model: Browser security model including same-origin policy, Client-server trust boundaries, Session management, authentication: Single sign-on, HTTPS and certificates. Application vulnerabilities and defenses: SQL injection, XSS, CSRF. Client-side security: Cookies security policy, HTTP security extensions, Plugins, extensions, and web apps, Web user tracking, Server-side security tools, e.g. Web Application Firewalls (WAFs) and fuzzers. Cybercrime, Cybercrime investigation, Laws and ethics
Self-Directed Learning: SQL injection, XSS, CSRF, Web Application Firewalls

Course Outcomes
By the end of this course, the student should be able to
1. Understand the symmetric and asymmetric	cryptographic algorithms.
2. Describe common types of vulnerabilities and attacks in web applications, and defenses against them.
3. Understand client side and server side security concepts and tools
4. Propose and design security algorithm for a particular application
5. Understand cybercrimes, cybercrime investigation, Laws and ethics.

References:
1. Mayank Bhushan, Fundamentals of cybersecurity, BPB publications,
2017
2. Raef Meeuwisse, Cyber Security for Beginners, 2015
3. Nilakshi Jain and Ramesh Menon, Cyber Security and Cyber Laws, Wiley, 2020
4. Rolf Oppliger, Security Technologies for the World Wide Web (2e), Artech House, 2002.
5. Seth Fogie, Jeremiah Grossman, Robert Hansen and Anton Rager, XSS Attacks: Cross Site Scripting Exploits and Defense, Syngress, 2007.
6. Justin Clarke et.al.,SQL Injection Attacks and Defense (2e), Syngress, 2012.
7. DafyddStuttard, and Marcus Pinto, The Web Application Hacker's Handbook: Finding and Exploiting Security Flaws (2e), Wiley, 2011.

CSP_5306 REAL TIME SYSTEMS [3 0 0 3]
Abstract:
Introduction to Real Time Systems, Resource management, Commonly used approaches for real time scheduling-static scheduling, priority
driven scheduling, RM and DM algorithms, Aperiodic jobs and scheduling, Computation of average response time, Various servers: Deferrable, Sporadic etc. Bandwidth computation, Resource access protocols: various resources access protocols and features, Advantages and drawbacks, Priority ceiling protocols and its use in dynamic priority systems, multiprocessor scheduling, Task assignment and conditions, Faults and fault handling, Redundancy and handling redundancy, Real time communication
Self-Directed Learning: Motivation and features of real-time operating systems

Course Outcomes
By the end of this course, students should be able to:
1. Understand basic real time system model
2. Comprehend the salient features of various RTOS
3. Analyse various real time scheduling algorithms
4. Apply the principles of resource access protocols
References:
1. Jane W.S.Liu, Real Time Systems, Pearson Edition-2006.
2. C.M Krishna and K.G Shin, Real Time Systems, ?1st Edition, McGraw Hill Education, 2017
3. Philip A Laplante and Seppo J Ovasaka , Real-Time Systems Design and Analysis; Tools for the Practitioners , 4th Edition, Wiley, 2013

CSP_5303 COMPUTATIONAL THINKING FOR EVERYDAY DECISIONS [3 0 0 3]
Course Description
This course explores real-world problem-solving through the lens of mathematics and computational thinking. Designed for computer science students, it covers practical applications in voting systems, fair division, graph theory, cryptography, logic, and more-all essential for informed decision-making in tech and society. Topics are presented with minimal prerequisites, focusing on intuition, algorithmic reasoning, and data-driven choices.

Abstract
Problem Solving & Logic: Inductive and Deductive Reasoning, Algorithmic Thinking; Decision Making in Society: Voting Theory, Weighted Voting, Apportionment, Fair Division; Structures and Networks: Graph Theory, Scheduling Algorithms; Data & Uncertainty: Descriptive Statistics, Probability, Sets; Math in Computing: Fractals, Cryptography, Financial Math

Course Outcomes
At the end of this course, students will be able to:
1. Apply logical and mathematical tools to everyday problems.
2. Analyze voting systems, resource allocation, and scheduling using discrete math.
3. Model real-world scenarios with graphs, probability, and growth models.
4. Understand cryptography, data representation, and statistical reasoning in tech contexts.
5. Develop structured problem-solving skills akin to computational thinking.

References
1 Y. Narahari, Game Theory and Mechanism Design, IISc Press and World Scientific, 2020.
2 David Lippman, Math in Society, Pierce College, LibreTexts, 2025.
3 Dixit, Avinash K., and Nalebuff, Barry J., The Art of Strategy: A Game Theorist's Guide to Success in Business and Life, W. W. Norton, 2010.

CSP_5305 PROMPT ENGINEERING [3 0 0 3]
Abstract syllabus:
Module-1: Introduction to Prompt Engineering and Its History, Principles of Prompt Design, Emotion and Tone Management in Prompt Design, User-Centered Design, Creative Thinking and Problem-Solving Techniques, Cultural and Linguistic Diversity in Prompt Design, Ethics and Responsibility in Prompt Engineering, Accessibility and Inclusivity in Prompt Design, Prompt Types and Custom Prompt Techniques: Open- Ended, Close-Ended, Instructional, and Contextual Prompts, Prompt Techniques: Zero-Shot, Few-Shot, Chain-of Thought, Tree of Thoughts Prompts and Fine-Tuning LLM Responses, Persuasion and Rhetorical Techniques in Prompt Engineering, Communication Strategies in Prompt Engineering, Feedback and Revision for Prompt Analysis, Evaluation and Development Suggestions on Prompts. Module-2: Contextual Understanding, Advanced Applications of Prompt Engineering for Understanding and Crafting Specialized Prompts for Industry Spesific Applications, Enhancing Learning through Effective Educational Prompts, Ensuring Compliance and Accuracy in Legal and Regulatory Prompts, Prompt Engineering Applications For Creating & Engaging Prompts for Media, Marketing, and Advertising, Understanding Psychological and Sociological Factors in Prompt Design, Algorithmic Thinking and Structural Design in Prompts, Data and Information Management in Prompt Design, Multimodal Prompts: Integrating Multiple Data Sources for Enhanced Interactions, Visual, Musical, and Auditory Prompts, Prompts for Risk and Crisis Management, Prompts for Global Communication and Collaboration, Evaluation and Testing Processes in Prompt Design, Preparation for Innovative Technologies and Trends in the Future of Prompt Design and Development.

References:
1. Zisan Cihangir ISIN, Hilal FIDAN, Tamer ISIN, Dr. Mustafa Kemal TOPCU, Prompt Engineering 101, Amazon.com, Inc, 2024
2. Nathan Hunter, The Art of Prompt Engineering with ChatGPT A Hands- On Guide (Learn AI Tools the Fun Way!), Amazon.com, Inc , 2023
3. James Phoenix and Mike Taylor, Prompt Engineering for Generative AI, O'Reilly Media Inc, 2024
4. Russel Grant, PROMPT ENGINEERING AND CHATGPT, Amazon.com, Inc, 2024 5. https://www.udemy.com/ course/mastering-ai- powered- prompt- engineering- with- a i - models/? coupon Code=NVDIN35 Prompt Engineering [ Master Prompt Engineering In 2025 With New AI Models] 6. https://www.coursera.org/ learn/prompt-engineering Prompt Engineering [Prompt Engineering for ChatGPT].
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